IN THE CLAIMS 

This listing of the claim will replace all prior versions and listings of claim in 
the present application, 
i ictin g of Claims 

Claims 1-22 (canceled). 

23. (new) A public-key cryptographic scheme comprising: 
a key generation step of generating a secret-key. 

• Zl,X2,yu»l/12. 1/21.2/22.3 € Z, 

and a public-key: 

• G,G' ■ finite multiplicative group GCG' 

• q: prime number and the order of G 

• Si.02 €<2 

• c = 9^92**, di = Pi Vll 52 v ". <*2 = 91™ 92™, ft = ^' 
. 7T : Xi x X 2 x M — * G' : one-to-one mapping 

• 7T- 1 : Im(7r) — > Xi x X 2 x M 

where the group G is a partiai group of the group G', X, ahd X 2 are an infinite se, of 
positive integers which satisfy: 

ai \\a 2 < q (V016X1, Va 2 €X 2 ) 

where M is a plaintext space; 

a ciphertext generation and transmission step of selecting random numbers 
0^X1,026X2. r 6 Zqfbraplaintextm(m e M), calculating: 
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u\ = 9i r > u 2 = 92 r , e = 7r(ai,a 2 ,m)/i r , v = pi ai c r di ar d 2 mr 

where a = ai || a 2 , and transmitting (u 1( u 2 , e, v) as a ciphertext; and 

a ciphertext reception and decipher step of calculating from the received 
ciphertext and by using the secret key, a'i, a' 2l nV (a*ieXi, a* 2 eX 2 , m'eM) which 
satisfy: 

TxioL^a^m!) = e/ui z 

and if the following is satisfied: 

outputting m' as the deciphered results (where a' = || a' 2 ), whereas if not satisfied, 
outputting as the decipher results the effect that the received ciphertext is rejected. 

24. (new) A public-key cryptographic scheme comprising: 
a key generation step of generating a secret-key: 

• ^1,^2,2/11, Vl2y V21i V22> Z € Z q 

and a public-key: 

• Pi Q • P rime number where q is a prime factor of p-1 

• Pi, 02 € Zp : ord p (gi) = ord p (p 2 ) = q 

• c = g\ xl Q2 X2 mod p, d\ = <7i vn p 2 V12 mod p, <i 2 = #i V21 p 2 V22 mod p } h ~ g x z mod p, 

• *i, *2, *3 : P ° sitive constant . 10*>+* 2 < g, 10** < g , io*i+*»+*3 < p 
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where a ciphertext generation and transmission step of selecting random 
numbers a = ch || a 2 where |ai| = ki, |a 2 | = k 2 for a plaintext m where |m| = k 3 where 
|x| is the number of digits of x), calculating: 

m = a\\K 

selecting a random number reZq, calculating: 

ui = g\ mod p, 1x2 = 92 mod p, e = m h r mod p, v = g\ ai c r d\ ar d2 mr mod p 

and transmitting (ui, u 2 , e, v) as a ciphertext; and 

a ciphertext reception and decipher step of calculating from the received 
ciphertext and by using the secret key, a'i, a' 2t m' where |aM = ki, |a' 2 | = k 2l |m'| = k 3 
which satisfy: 

Q ill a 2ll m/ — e / u i z modp 

and if the following is satisfied: 

5i a ' l ^i xl+a ' yn+m/l/21 U2 X3+Q£ ' yi3+m ' V33 = v (mod p) 

outputting m' as the deciphered results, where a' = a'i || a' 2l whereas if not satisfied, 
outputting as the decipher results the effect that the received ciphertext is rejected. 

25. (new) A public-key cryptographic scheme according to claim 1 , 
wherein the public-key is generated by a receiver and is made public. 
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26. (new) A public-key cryptographic scheme according to claim 1 , 
wherein in said ciphertext transmission step, the random numbers a,**. a 2 eX 2 and 
reZ q are selected beforehand and the following is calculated and stored beforehand: 

27. (new) A public-key cryptographic scheme according to claim 2, 
wherein in said ciphertext transmission step, the random numbers a, a 2 where M = 
kl , |a 2 | = k 2 , and reZq are selected beforehand and the following is calculated and 
stored beforehand: 

Ul = ^mod P , u 2 = ^modp, h'-odp, fc W»odp 

28. (new) A cryptographic communication method comprising: 
a key generation step of generating a secret-key: 

• X X ,aJ2,!/ll.yi2.y21>J/22>* € z, 

and a public-key: 

• G, G' : finite multiplicative group GQG 

• q : prime number and the order of G 

• 9i,92 € G 

. c = g^92*\ di = Si"»S2™, d 2 = Si™**". = 

• 7T : Xi x X 2 x M — > G' : one-to-one mapping 

• 7T- 1 : Im(ir) — ♦ *i x X 2 x M 

, £ : symmetric encipher function 
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where .he group G is a partial group o, the group Of. X, and X, are ah infinite set o, 
positive integers which satisfy: 



ai||a 2 <9 (Vai € Xi, Va 2 6 X 2 ) 

where M is a key space; 



a ciphertext generation and transmission step of selecting random numbers 
a, e X,. a 2 e X 2 , re Zq for key data K (K e M). calculating: 



where a = a, || a„ generating a ciphertext C of transmission data m by: 

C = E K {m) 

by using a symmetric cryptographic function E and Key data K, and transmitting (u„ 

u 2 e v, C as the ciphertext; and 

a ciphertext reception and decipher step of calculating from the received 
ciphertext and by using the secret Key. a',, a', K' («.*. K'eM) which 

satisfy: 

and if the following is satisfied: 

where a 1 = a'i || a' 2 

executing a decipher process by: 



6 



outputting deciphered resu.ts, whereas if not satisfied, outputting as the decipher 
results the effect that the received ciphertext is rejected. 

29. (new) cryptographic communication method according to claim 6, 
wherein the ciphertext C is generated by: 

by using a symmetric cryptographic <unc«on E, ma Key data K and a publicized 
proper functicn ... it is checked whether the following is satisfied: 

/(a' 1) a' 2 ) = [DK'(C)l fc 

wh ere f outputs a va.ue of k bits and indicates the upper k bits of x, and if the 
check passes, a decipher process is executed by: 

m = [D K >(C)]- k 

where M * indicates a bit train with the upper k bits of x being removed. 

30. (new) A cryptographic communication method comprising: 
a key generation step of generating a secret-key: 

• xi,x2,yn,yi2,y2i,y22,z e z i 
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and a public-key: 

• p, q : prime number, where q is a prime factor of p- 1 

• 9i,92 6 Zp : ord p (5i) = ord p (p 2 ) = Q 

. h ,L: positive constant <«»*<«. «^ <»' 

• £ : symmetric encipher function 

a ciphertext generation and transmission step of selecSng random numbers a 
- a, || a, where |a,| - k„ M - K, .or Key data K |K| . K, where M is the number of 
digits of x), calculating: 

m = al|KT 

selecting a random number reZq, calculating: 

and generating a ciphertext C of transmission data by: 

C = E K {m) 

by using a symmetric oryp.ographio function E and the Key data K. and transmitting 
(u,, u 2 , e, v, C) as the ciphertext; and 

a ciphertext reception and decipher step of calculating from the received 
ciphertext and by using the secret Key. o'„ a', K', where |a',| = k„ p,| = K 2 , |K| = K 3 
which satisfy: 
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a\\W 2 \\K' = e/ui'modp 



and if the following is satisfied: 



a',. xi+a'vii+K' v ,i u X2+a'yu+K'm = v (mod p) 



where a' = a'i || a' 2 , 

executing a decipher process by: 

outputting deciphered results, whereas if not satisfied, outputting as the decipher 
results the effect that the received ciphertext is rejected. 

31 . (new) A cryptographic communication method according to claim 8, 
wherein the ciphertext C is generated by: 

by using a symmetric olographic function E, the key data K and a publicized 
proper function f. it is checked whether the following is satisfied: 

a' *i+o'yii+K'l»i u » xa+a ' via+K ' Vaa (mod p), 

gi 1 lti A 

/(a' 1 ,a' 2 ) = [£>K'(C)] fc 

where f outputs a value of k bits and indicates the upper k bits of x. and if the 
check passes, a decipher process is executed by. 
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where M* indicates a bit train with the upper k Pits of x being removed. 

32. (new) A cryptographic communicaton method according to claim 6. 
wherein the public-key is generated by a receiver and is made pubiic. 

33 (new) A cryptographic communication method according to ciaim 6, 
wnerein in said ciphenexl transmission step, the random numbers «,. o 2 , where 
o, s X„ o 2 eX, and r.Zg are seiected be.orehand and the Mowing is caicuiated and 
stored beforehand: 



34 (new) A cryptographic communication method according to claim 6, 
wh erein in said ciphertext transmission step, the random numbers «.. adhere W 
= kl , ,a 2 , = K 2 and reZg are se.ected beforehand and the flowing is caicuiated and 
stored beforehand: 

Ul - 9l r modp, u 2 modp, H' -dp, S W modp 



35. (new) A cryptographic communication method compr.s.ng: 
a key generation step of generating a secret-key. 
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and a public-key: 

m G, G : finite multiplicative group " - 

• g : prime number the order of G 

• 9i>92 e G 

• 7 r'X 1 xX 2 xM-^Dom(E): one-to-one mapping where 

* 1 Dom(E) is the domain of the function E 

. 7T- 1 : Im(7r) — > Xi x X 2 x M 

• H : hash function 

• E . symmetric encipher function 

where the group G is a parfia. group o, the group G. X, and X 2 are an infinite set of 
positive integers which satisfy: 

ai\\a 3 < <Z ( Va i e Xl ' V< * 2 e X2) 

a ciphertext generation and transmission step of se.ecting random numbers 
ai eXi,a 2 eX 2 , reZq, calculating: 

where a - « || a, generating a ciphertext C of transmission data m by 
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by using a syndic cryptographic .unction E; and transmitting (u, , u, v, C) as the 

ciphertext; and 

a ciphertext reception and decipher step of calculating: 

K' = H{u x ') 

by using tha secret key, caicuiating from the received ciphertext, o'„ * (where 
a'ieXi a' 2 eX 2 ) which satisfy: 

if the following is satisfied: 

where a' = a' 1 1| a' 2 

spotting m' as the deciphered resuits, whereas it not saWed, outputtrng as the 
decipher results the effect that the received ciphertext is rejected. 

36. (new) A cryptographic communication method comprising: 
a key generation step of generating a secret-key: 

• XI, X 2 , 3/1.3/2.2 6 Zg 

and a public-key: 
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. p,q : prime number (q is a prime factor of P-D 
. n.iB € Z, ■ ordp(sr) - ord,(Sa) - « 

positive .JO*- «* »* < «• 10 

_ w . hash function .... 

. " j ^metric .-cipher faactio. w„„e the domain of E is all pesmve ,n.e 6 e„ 

a ciphertext generation and transmission step o, seieCing random numbers a 
. a, ,| a, where W - h . M - *. where |x| is the numher o, digKs of x, seiecfing a 
random number re Zq, calculating: 

transmitting ciphertext (m , u 2 , v, C); 

generating a ciphertext C of transmission data m by: 

c = Bx(«ilMH 

by using a symmetric cryptographic function, and transmit, (u„ u, v, C) as the 
ciphertext; 

a ciphertext reception and decipher step of calculating: 
K 1 = H{ui z mod p) 

by usl „ g the secret Key, catcutaflng from the received ciphertext, *„ a,, where |tf„ 
ki. |a' 2 | = k 2 which satisfy: 

ailKlIm' = D K >{C) 
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and if the following is satisfied: 



°'iu, xl+a ' m U2 X * +a ' V * = v ( m ° d ^ 



g^ui 



outp u«,ng as ,he decipher results where „ ■ « « <fc whereas i, no, sa.is.ed. 
output as the decipher resuits the ef.ec. .ha. the received cipher** is rented. 

37 . (new) A cryptographic communication method according to Cairn 13, 
wherein the public-Key is generated by a receiver and is made public. 

38 (new, A cryptographic communion method according to Cairn 13. 
— in said ciphene* transmission step, the random numbers *. » where 
a , sX „ a!eX ,end reZq are selected beforehand and the u„ u, e and v are 
calculated and stored beforehand. 

39 (new) A cryptographic communication method according to Cairn 14, 
wherein in said Cpnenex, transmission step, the random numbers o„ a, (,c, - K„ 
w . W . and reZg are selected beforehand and the u„ u, e and v are calculated 
and stored beforehand. 

40. ' (new) A cryptographic communication method comprising: 
a key generation step of generating a secret-key: 

• Xi,X2»!/l>?/2 6 Z 1 

. S fc : asymmetric cryptography decipher key 
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and a public-key: 



,G: finite multiplicative group 

prime number and the order of G 

\ T.x'Tx, x u "%Ltm ■■ Egg: KS* «— E 

. £>(■) r Encipher function for asymmetric cryptography 
w nere X, and X, are an infWe ae. o, positive integers w«r safisfy: 

wh ere Mis a plaintext space; steD of selecting random numbers 

a cipbertext generation and transmission step of selecting 

a ,eX„a 2 sX 2 .reZq, calculating: 

wh ere a - a, „ o, generating a cipbenext O o, transmission data m by: 

by usi ng an encipber function ,o, asymmetdc cryp.ograpbic B w . and fransmitfing ,u„ 
u 2 ,e,v)asthe ciphertext; and 
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a cipher reception and decipher step or riM *» »• — «- 
which satisfy. 

1 r(a' 1 ,a' 2 ,m') = D 4 fcW 

and if the following is satisfied: 



where: 

a' = aill«2 

cutting nV as the deciphered res*, whereas i, no, satisfied, outing as the 
oeciphe, res* the effect ma. the received cipherte*. is rejected. 

4,. (new) A cryptographic communication method comprising: 
a key generation step of generating a secret-key: 

• sk : asymmetric cryptography 
decipher key 

and a public-key: 
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.p,g: prime number where q is a prime factor of p-l 
. 91,92 £%P-- ord p ( Sl ) = ord p ( S2 ) = 9 

. c = 91^92" mod p, d = ^fla*» mod p, 

• ki,k 2 ■ positive constant aO fcl+fcl < 9 

. £„*(•) = Encipher function for asymmetric cryptography 
where the domain is all positive integers) 

. Cpbertert generation and transmission step or M -do. numbers a 
random number re Zq, calculating: 

ge nerating a cipbertext C of transmission data m (positive integer, by: 

e = Bpfc(axlMlm) 

by using me secret Key. and transmitting <u„ u, e, v, as .be cipberte*,; and 

. cipberte* reception and decipber step ot calculating trom tbe recerved 

positive integer which satisfy: 

a'xtla'jIK = D*(e) 
and if the following is satisfied: 



where: 
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a' = alM 

outputting m' as the deciphered resu.ts, whereas if not satisfied, outputting as the 
decipher results the effect that the received ciphertext is rejected. 

42. (new) A cryptographic communication method according to claim 18, 
wherein the public-key is generated by a receiver and is made pub.ic. 
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(new) A cryptographic communication method according to claim 18, 
wherein in said ciphertext transmission step, the random numbers a, «. where 
a,.*, a,X 2 and reZg are se.ected beforehand and the u, u 2 and v are calculated 
and stored beforehand. 

44. (new) A cryptographic communication method according to ciaim 19. 
wherein in said cipherlex. transmission step, the random numbers o„ o 2 |o,| = k„ 
w . K, and reZq are setected beforehand and the u„ u 2 and v are oaicu.a.ed and 
stored beforehand. 
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